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Protect Your Business and Your Customers –TLS 1.2

Web security is constantly evolving and improving. Keeping up to date is an important responsibility for anyone, and a necessary step for maintaining PCI compliance. As your partner in the payment industry we work to keep one step ahead of the next threat.
For over 20 years Secure Sockets Layer (SSL) has been in the market as one of the most widely-used encryption protocols ever released, and remains in widespread use today despite various security vulnerabilities exposed in the protocol. 
SSL/TLS encrypts a channel between two endpoints (for example, between a web browser and web server) to provide privacy and reliability of data transmitted over the communications channel. Since the release of SSL v3.0, several vulnerabilities have been identified, most recently in late 2014 when researchers published details on a security vulnerability (CVE-2014-3566) that may allow attackers to extract data from secure connections. More commonly referred to as POODLE (Padding Oracle On Downgraded Legacy Encryption), this vulnerability is a man-in-the-middle attack where it’s possible to decrypt an encrypted message secured by SSL v3.0.

SSL v3.0 was superseded in 1999 by TLS v1.0, which has since been superseded by TLS v1.1 and v1.2. To date, SSL and early TLS no longer meet minimum security standards due to security vulnerabilities in the protocol for which there are no fixes. It is critically important that entities upgrade to a secure alternative as soon as possible, and disable any fallback to both SSL and early TLS. Thankfully, there isn’t much you need to do on your end to ensure the proper security is in place. Towards the end of this document we provide simple instructions on how to quickly confirm everything is updated.

Additionally, modern web browsers have begun prohibiting SSL connections, preventing users of these browsers from accessing web servers that have not migrated to a more modern protocol.

How should I respond?

The best response is to disable SSL entirely and migrate to a more modern encryption protocol. PayGOV has made the necessary changes to accommodate the requirements. In most cases, there is nothing that you will need to do. 
Frequently Asked Questions 

1. What exactly changed and how did that affect our customers from connecting to 

PayGOV.US?

In an effort to provide the highest level of security, we disabled connection to PayGOV from devices using any Transport Layer Security (TLS) less than 1.1.  Any device that is not using TLS 1.1 or higher will not be able to connect to PayGOV.  Today, all recent versions of the major internet browsers provide the option to use TLS 1.1 & higher. 
2.Exactly what browsers/versions will provide the option for TLS 1.1 and higher?
 Below is a list of the browsers and versions that are certified for use on PayGOV and support TLS 1.1 & higher.

Browser Versions

------------------------------------

Internet Explorer

9, 10 & 11

Chrome

41, 42 & 43

Firefox

36, 37 & 38

Opera

27, 28 & 29

Safari

7 & 8.
· Check your browser's TLS compatibility using at SSLLabs.com.
Things to consider in your environment include:
(Check the web browser version your systems are using –older versions will use SSL/early TLS and you may need to upgrade to a newer browser 
(Check firewall configurations to see if SSL can be blocked 
(Check that all application and system patches are up to date
(Check and monitor systems to identify suspicious activity that may indicate a security issue.
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How to check to see if your browser is supporting TLS 1.1. 

Internet Explorer

1.Open Internet Explorer

2.Click Alt T and select Internet Options”

3.Select the "Advanced" tab. 

4.Scroll down to the "Security" section. 

5.Locate and check 

"Use TLS 1.1 and TLS 1.2". 

6.Then, press the "OK" button.

Google Chrome:

1.Open Google Chrome

2.Click Alt F and select “Settings”.

3.Scroll down and select “Show advanced settings...”

4.Scroll down to the Network section and click on “Change proxy settings...”

5.Select the "Advanced" tab. 

6.Scroll down to the "Security" section. 

7.Locate and check "Use TLS 1.1 and TLS 1.2". 

8.Then, press the "OK" button.

FireFox

1.Open FireFox

2.Type in “about:config” in the URL bar  and press Enter

3.Scroll down to “security.tls.version.max” and press enter 

4.Set the value to 3

5.Then, press the "OK" button.

Opera

1. Open Opera

2. Click Ctrl +F12 

3. Click on “Security”

4. Click on “Security Protocols...”

5. Check on “Enable TLS 1.1 & TLS 1.2”

6. Press the "OK" button.

7. Then, press the "OK" button.
Safari

1.  There are no options for enabling SSL protocols.  If you are using Safari version 7 or greater, TLS 1.1 & 1.2  are automatically enabled.

